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information is beautiful - World's Biggest Data Breaches

Overview
• Identifying the issues
• Qualifying Data Management and Storage Systems
• Qualifying Providers
• Preventing breaches

Identifying the issues
• Wording and Marketing
• Data collection
(cookies)
• Third-party add-ons
• Mishandling content
• Hardware
• Passwords

Top 500 Passwords: Is yours here?

A Proactive Approach to Qualifying
Data Management and Storage Systems
• When qualifying CMSs, you want to look for:
• ISO 27001 Certification for Information Security Management
• Encryption

History of Encryption
• DES key algorithm 56-bit: 256 possible combinations to decrypt data
• AES key encryption
• AES 128-bit: 2128
• AES 256-bit: 2256

Why does this matter?
• DES 56-bit Encryption
• Using Base 10: ≈1,000,000,000,000,000
• Hypothetical computer checking 1,000,000,000 keys/sec =
• 1,000,000,000,000,000 seconds to find the key
• 1,000,000,000,000,000 divide out seconds/hour
• 1,000,000,000,000,000 divide out hours/day

• ≈10 days to recover the key
• In real life it could take anywhere from 6 days to a number of hours

Why does this matter?
• AES 128-bit
• 1,000,000,000,000,000,000,000,000,000,000,000,000,000
• 1,000,000,000,000,000,000,000,000,000, 000,000,000,000
• (quadrillion keys/sec = 1 million times faster than they are today)

•
•
•
•

1,000,000,000,000,000,000,000,000,000, 000,000,000,000 hours
1,000,000,000,000,000,000,000,000,000, 000,000,000,000 years
Time to crack key:
1,000,000,000,000,000,000
Estimated age of Universe:
13,700,000,000 years

Why does this matter?
• Quantum Computing
• Search time taken by square root ≈ million x faster

• AES 256-bit: 2256
• 1,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,0
00,000,000,000,000,000,000,000,000
• Quantum computation – search taken by square root ≈ million x faster

• AES 128
• 1,000,000,000,000,000,000,000,000,000,000,000,000,000

• AES 256
• 1,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,0
00,000,000,000,000,000,000,000,000

Basic Cryptography
• Symmetric Key
•
•
•
•

Same key used to encrypt and decrypt data
Faster than public key encryption
Needs to be stored securely
Secure channel required to transfer key – telephone

Basic Cryptography
• Key Encryption
• Uses two keys – a public key and a private key
• Private key does not need to be transferred
• Slower than symmetric key

Public and Private Keys

Qualifying Providers
• Initial Screening
• Non-disclosure and
confidentiality agreements
• Documentation
• Quality assurance systems

Data Security
Where do you primarily work?
(i.e. dedicated office, public space)
Do you intend to handle our content over public wifi networks?
What email domain do you share content through?
How do you store your content?
• On the cloud? If so, what service?
• Privately hosted server
How do you transfer content to any partners?

Do you use public machine translation in your work?
Have you customized the settings on your router?
Do you allow home sharing on your network?

Preventing and responding to breaches
• Properly vet internal employees and external partners
• Deliberately store and transfer content
• Strong passwords
• Authentication and two-step verification
• Encryption

• Management plan for responding to breaches
• Assessing damages
• Corrective action

• Documentation
• Audits and process improvements

Questions?

Further Reading
Wojowski, Joseph. “Data Storage and Security.” 3 Apr. 2015 josephwojowski.wordpress.com
Ibid. “Machine Translation Technology and Internet Security.” 3 Apr. 2015

Ibid. “Passwords, Data encryption, and the underutilized file format.” 18 Jan. 2016
Ibid. “The Personal Cloud: your own asteroid in cyberspace.” 30 Jul. 2015
Ibid. “Translation and the Sharing Economy: what’s yours is mine.” 9 Feb. 2016
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LSC-10 Data Security for Project Managers
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ATA Virtual Conference

➢ Language service providers are entrusted with the intellectual property of their
clients.
➢ Project managers share this confidential content with translators located around
the world.
➢ Content is shared through many different possible file sharing systems, include
through email, the cloud [Dropbox, OneDrive} and through file transfer services
[WeTransfer, Sharefile], project management systems [Flow, Plunet]
➢ Content is shared through an internet environment in which large quantities of
data can be transferred globally within seconds.
• For example, Streamfile is a file transfer service through which “file objects” of 5TB
can be sent.
➢ Technological advances only increase this sharing.
➢ Increased interaction also heightens risks, including: data breaches.
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information is beautiful - World's Biggest Data Breaches

Show data breaches dating back to 2004
First one in 2004

Over time breaches, and more people are affected
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Overview
• Identifying the issues
• Qualifying Data Management and Storage Systems
• Qualifying Providers
• Preventing breaches
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Identifying the issues
• Wording and Marketing
• Data collection
(cookies)
• Third-party add-ons
• Mishandling content
• Hardware
• Passwords

Wording and Marketing
• Vague marketing claims by content management systems (i.e. strong cyphers,
layers of security, secure tunnels, Trust Guides, your data only passes to devices
you approval, guarantees)
Data collection
• Personal information: settings that speed future interaction with service (cookies,
operational information necessary to provide services [email, credit card, emails of
recipients]
• Non-identifiable information (IP addresses)
• Meta-data: web surfing (pass you through a third-party website before sending you
to destination), file interaction (uploads, downloads)
Third-party add-ons
• Cookies placed by third parties to collect data
• Separate terms and conditions
Mishandling content
• Improper training
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• Malicious intent (separation of disgruntled employee from organization, hackers)
• Physical mishandling (leaving a thumb drive, physical media, unattended; leaving a
non-password protected computer left unattended; walking away from your desk
in an office location, and not locking your computer)
• Virtual mishandling (Transfer through public links, sending to a public email
address [google, Hotmail], or storing on a public server, or cloud]
• (There is no cloud. It’s just someone else’s computer. –Boxcryptor)
Hardware
• Router (not changing the default passwords, both wifi routers and router settings;
many times the default is four zeroes)
Passwords
• Password lengths
“Passwords, Data encryption, and the underutilized file format.”
“Because of the minimum requirements established for a lot of websites, most
passwords are about eight case-sensitive alphanumeric characters long allowing for
628 possible permutations or 218.3 trillion which seems like a lot; however, consider
that commercially-available password cracking software for a regular desktop
environment available five years ago could try 2.8 billion passwords per second, it
would take a regular off the shelf computer with the cracking software about 22
hours to crack an 8 character password by brute force alone (literally checking every
possible combination). Performing a brute force crack would be more time
consuming than, say, a dictionary attack, pattern checking, word list substitutions, et
cetera.
“The most secure passwords are randomized and composed of at least 25 casesensitive, alphanumeric characters ([A-Z] [a-z] \d). With this setup, there are 6225 or
645.3 quattuordecillion possible permutations and with that many possible
combinations, it would take the Tianhe-2 (The fastest supercomputer in the world at
33.86 quadrillion keys per second) about 614 quintillion years to crack. As a counter
example of how long cracking these passwords take based on length, if we took a
case sensitive alphanumeric password that was 15 characters long, the Tianhe-2
could crack it in about 267 days (less than a year). Clearly, for security purposes, you
would want to have a password where any computer would take more than a human
lifetime to crack in order to feel somewhat safe.
“So now that we have established parameters for what a secure password is, we will
move on to where we can and should use these passwords (aside from our personal
accounts: social media, e-mail, banking, etc.).”
“Passwords, Data encryption, and the underutilized file format.”
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Top 500 Passwords: Is yours here?
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A Proactive Approach to Qualifying
Data Management and Storage Systems
• When qualifying CMSs, you want to look for:
• ISO 27001 Certification for Information Security Management
• Encryption

Most important items to look for when qualifying systems: certification, encryption
ISO 27001 – Information Security Management – Current: ISO 27001:2013
• Current standard: ISO 27001:2013
• Assessment and Remediation
• Proper documentation
• Ongoing audits
ISMS [Integrated Safety Management System]
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History of Encryption
• DES key algorithm 56-bit: 256 possible combinations to decrypt data
• AES key encryption
• AES 128-bit: 2128
• AES 256-bit: 2256

DES (Data Encryption Standard)
AES (Advanced Encryption Standard)
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Why does this matter?
• DES 56-bit Encryption
• Using Base 10: ≈1,000,000,000,000,000
• Hypothetical computer checking 1,000,000,000 keys/sec =
• 1,000,000,000,000,000 seconds to find the key
• 1,000,000,000,000,000 divide out seconds/hour
• 1,000,000,000,000,000 divide out hours/day

• ≈10 days to recover the key
• In real life it could take anywhere from 6 days to a number of hours

Lock with a key that has 56 slots
Each slot can be filled with a zero or one
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Why does this matter?
• AES 128-bit
• 1,000,000,000,000,000,000,000,000,000,000,000,000,000
• 1,000,000,000,000,000,000,000,000,000, 000,000,000,000
• (quadrillion keys/sec = 1 million times faster than they are today)

•
•
•
•

1,000,000,000,000,000,000,000,000,000, 000,000,000,000 hours
1,000,000,000,000,000,000,000,000,000, 000,000,000,000 years
Time to crack key:
1,000,000,000,000,000,000
Estimated age of Universe:
13,700,000,000 years

You want to make it so that the maximum time to decrypt would be longer than a
human lifetime.
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Why does this matter?
• Quantum Computing
• Search time taken by square root ≈ million x faster

• AES 256-bit: 2256
• 1,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,0
00,000,000,000,000,000,000,000,000
• Quantum computation – search taken by square root ≈ million x faster

• AES 128
• 1,000,000,000,000,000,000,000,000,000,000,000,000,000

• AES 256
• 1,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,0
00,000,000,000,000,000,000,000,000

Prime number X prime number
Quindecillion [48 zeros]
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Basic Cryptography
• Symmetric Key
•
•
•
•

Same key used to encrypt and decrypt data
Faster than public key encryption
Needs to be stored securely
Secure channel required to transfer key – telephone
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Basic Cryptography
• Key Encryption
• Uses two keys – a public key and a private key
• Private key does not need to be transferred
• Slower than symmetric key

Key 1 is used to encrypt the message, it’s sent, and Key 2 is used to decrypt the
message. The keys are not the same and you can’t guess one key from the other but
they’re linked in a way so that items encrypted with Key 1 can only be decrypted with
Key 2 and vice versa.
A Key pair is generated, one is designated as the public key and published and stored,
the other is designated the private key.
Person 1 encrypts a message with Person 2’s public key, Person 2 can decrypt with
their private key.
Similarly, Person 2 can encrypt with their private key and it can be decrypted with
Person 2’s public key. HOWEVER, if the public key is public and can be opened by
anyone with the public key, what’s the point?
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Public and Private Keys

Key 1 is used to encrypt the message, it’s sent, and Key 2 is used to decrypt the
message. The keys are not the same and you can’t guess one key from the other but
they’re linked in a way so that items encrypted with Key 1 can only be decrypted with
Key 2 and vice versa.
A Key pair is generated, one is designated as the public key and published and stored,
the other is designated the private key.
Person 1 encrypts a message with Person 2’s public key, Person 2 can decrypt with
their private key.
Similarly, Person 2 can encrypt with their private key and it can be decrypted with
Person 2’s public key. HOWEVER, if the public key is public and can be opened by
anyone with the public key, what’s the point?
The second method is used to verify that the package was sent by who it was
supposed to have been sent by.
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Qualifying Providers
• Initial Screening
• Non-disclosure and
confidentiality agreements
• Documentation
• Quality assurance systems

Data Security
Where do you primarily work?
(i.e. dedicated office, public space)

Do you intend to handle our content over public wifi networks?
What email domain do you share content through?
How do you store your content?
• On the cloud? If so, what service?
• Privately hosted server
How do you transfer content to any partners?
Do you use public machine translation in your work?
Have you customized the settings on your router?
Do you allow home sharing on your network?

Initial screening
➢ Make sure the translator is who they say they are! Check against Translator
scammer Directory
• Verify that no client-identifying information is included without permission in any
marketing/sample materials provided by the translator.
Non-Disclosure or Confidentiality Agreements
• Include explicit language in your NDAs that covers data security. With what care
does your organization require partners to handle the content you provide them?
Quality Assurance Systems
• Systems that control the quality of the content delivered to the client and stored in
any translation memories.
• Quality team alerts PMs to signs that NDA may have been breached
• Inconsistencies in translations that point to content being outsourced to an
unverified third party
• Standardization of stylistic treatment across clients, pointing to the use of a
single TM across clients
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Documentation
• Taking a look at how each translator has decided to approach transferring and
storing files
• To ask translators about this, you could include questions in any initial screening
forms (checklist [i.e. please select all content management systems you use from
the below list, including space for “other”], open question [i.e. describe your data
security system], Agree statements [i.e. I agree not to mix content from TMs
content provided by your organization or generated through providing translation
services to your organization with the TM content generated from other clients.])
• The level of security you require will depend on the industry in which you provide
translation services; for some industries, the systems in place won’t need to be
super complex, as long as a translator can demonstrate that they have put thought
into their systems for storing your content.
• Asking the question gets people thinking about the topic. This is a great way to
encourage data security.
Remember, data security is a two-way street!
Translators provide personal data and evidence of qualifications to vendor managers
for verification (including checking that phone numbers are in working order, any
messenger accounts lead to the translator, etc.). Have systems in place for protecting
translators’ personal information.
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Preventing and responding to breaches
• Properly vet internal employees and external partners
• Deliberately store and transfer content
• Strong passwords
• Authentication and two-step verification
• Encryption

• Management plan for responding to breaches
• Assessing damages
• Corrective action

• Documentation
• Audits and process improvements

Management plan for responding to breaches
Assessing damages (costs)
• How did this happen?
• How can this be repaired?
• How can this be prevented in the future?
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Questions?
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Further Reading
Wojowski, Joseph. “Data Storage and Security.” 3 Apr. 2015 josephwojowski.wordpress.com
Ibid. “Machine Translation Technology and Internet Security.” 3 Apr. 2015
Ibid. “Passwords, Data encryption, and the underutilized file format.” 18 Jan. 2016
Ibid. “The Personal Cloud: your own asteroid in cyberspace.” 30 Jul. 2015
Ibid. “Translation and the Sharing Economy: what’s yours is mine.” 9 Feb. 2016

Management plan for responding to breaches
Assessing damages (costs)
• How did this happen?
• How can this be repaired?
• How can this be prevented in the future?
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